Background

The BARWN (Bay Area ResearchVireless Network) project drafted a number of
requirementsor wirelessnoderouters. Thesebrainstormsessionged to the necessity
of an outdoorweatherproofdesign. Additional specificationswere added,such as
accesgo the unit's operatingsystemand externalantennasupport. Few commercial
productsexistedat the projectconceptiontime (mid 2001) to meetthesedemands.
This document details the resulting “standard issue” outdoor BARWN node.

Bored?

The project'sfirst hurdlewassourcinga motherboardhat met a numberof technical
desires. “Must haves”includedDC powerinput, PCMCIA or PCI interfaces serial
consoleandlimited extras(suchasparallelport, onboardsoundor VGA). SBC'sand
PC104 boards wervaluatedrom local and foreign suppliers.

The SoekrisEngineeringnet45xxproductline waschoserfor its attractlveprlcepomt
(half of comparable boards), & g

dimensions and local company
headquarters. These advantage
allowed us to begintestingthe board
immediately along with helpful
suggestiondrom the board designer. !
This relationshiphasalsogrownto a |
numberof projectmember‘day time”
jobs utilizing Soekris products.

Two models were available in
mid-2002, the net4501 and net4521.
The netd5xxseriesis basedff anAMD Elan’520 processor Both areessentlallythe
sameboardwith few exceptions.Differencesexistin the PCB layout, businterfaces,
numberof on-boardethernetNIC's, andpowersupply. Thenet4501hasasingle3.3v
PCI slot and 3 integrated10/100MbNIC's. The net4521hasdual 3.3v/5v PC Card
slots(formerlyknownasthe artistPCMCIA) and?2 integratedl0/100MbNIC's. Both
modelssharein commona 133Mhz CPU, MiniPCI slot (type Ill), GPIO header,
64Mb RAM, serialconsole,and standarcembeddedeatures. Insteadof proprietary
storagelike “DiskonChip”, the board offers an IDE CompactFlashslot (type II,
supporting standard CF cards and IBMisrodrive) for data storage.
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String and Can

802.11bwirelessNICOdasedoff the Intersil Prismchipsetwerechosernvs. Orinoco©s
Hermesor Cisco©éironet MAC. Each802.11bradio MAC has advantagesnd
disadvantagesmany of them not publicly known. The Prism allowed us to
immediatelytap into Intersil©&nowledgebase,a royalty-free programmeramanual
and existingopensourcedrivers. Ciscois un-willing to sharespecificinformation,
this hampers potential market share. Orinoco (now Proxim) does distribute
programmingdata,on a strict licensebasis. The Orinoco NDA forbids distributing
sourceJimiting adistributionto binaryonly. Thiswould defeatour goal of a turnkey
solution that igeproducible.

A high output power (~196mW, 4x typical) Prism 2.5 NIC was sourcedfrom

Taiwanesecompany,Senao(EnGeniusbrandin the states). The NIC was priced
undera hundreddollars, with an externalantennamodel (dual MMCX connectors).
Our initial prototypesused custom RF Industries N-female bulkheadto MMCX

pigtails. We©reow using N-femaleto N-famale bulkheadadapterspairedwith a

more commonly available N-male to MMCX pigtail.

Case Breakdown

FreeNetworks.Orgyroup memberdesignstypically are basedarounda Tupperware
(seeNYCwireless)or Pelicancase(seeBAWUG or Clif) housing. StepherBriggs of

SeattleWirelessontinuedthis trendwith a electricalsupply ABS plasticfitting box.

The electricalbox wasmore affordablethena Pelican
and more eye-pleasinghenthe Tupperware. Metal-

basedcasing was eliminated for weight, mounting,
and rust factors.

A manufactureof outdoor electrical NEMA-rated
boxes was located, Stahlin. Stahlin©s 2classic® product
line offered an ideal candidate a fiberglassbox with
locking hasps,extruding flange for mounting and a
weathergasketseal. The caseonly requiredminimal
drilling for mounting U-bolts and antennaconnector
holes. No additional hackingis requiredfor board
mounting, weatherproofing, and physical security.

BARWN opted for the J1008HPL &classic series®
model, which can in theory accommodatethree
stackedSoekrisboards. This yields a possibility of 9
wirelessNICswith dualPCMCIA andsingleMiniPCI
(though RF shelding would tend to be a problem).
Insideof the box are4 cornerholesfor a manufacture
accessorymetal backboard. The project optedfor a
plasticbackboardScrapplasticwas boughtfrom and
cut by Tap Plastics. This turnedout to muchsaferfor
theexposed”CB leadson the bottomside of the embeddeanotherboardaindcheaper
then metal accessory.
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Eachcaseis spraypaint brandedwith the projectand site abbreviationnameon the
casedoor. Optionally, LEDs from enclosedmotherboardmay be extendedflush to
the casebottomwith replacementiltra-brightLEDs. This allowsfor a2quick glance®
visual indicationif the unit is poweredon along with wired network activity and a
softwarecontrollableLED.

Putting It Together

Sample?shoppinglist®, basedon quantity oneretail USD pricing, with approixment
California sales tax and shipping:

Qty Description Part num. Unit Sub

1 Soekris net4521 board 15452130 $230.00 $230.00
1 SunDisk 128Mb CompactFlash SDCFB-128 $50.00  $50.00
2 Senao 200mwW WLAN NIC 2511-PLUS EXT2 $90.00 $180.00
1 RJLnxx pass-through bulkhead ENSP1F5 $30.00  $30.00
1 RJLnxx field attach rj45 kit ENSAM315 $20.00 $20.00
2 RFI Nf to Nf bulkhead RFN-1023 $10.00 $20.00
2 RFI Nmale to MMCX pigtail RFW-3904-12 $30.00 $60.00
1 Stahlin outdoor enclousure J1008HPL $50.00 $50.00
1 3Com Power over Ethernet 3CNJPSE $25.00 $25.00

$665.00

Pricing doesn't include:
Antennas, coax, catb, or mounting hardware

Quick snap-shot of processes and tools required from start to finish...

1. Drill atleasttwo holes, one for the N-female bulkhead(9/16") and the RJLnxx
Ethernetbulkhead(15/16") into the enclosure.ldeally, with forstnerbits on a drill
press; spade bits as a fallback.

2. File the holes smooth, also make a small notch for the RJLnxx to minimize rotating
of the connector.

3. Backboard:Either buy a Stahlinaluminumbackboard BP-108AL) or somescrap
plastic (ie: Tap Plastics).

4. Mount the Soekris board to the backboard with 4-40 nylon bolts,
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Questions & Answers

Why did you use Prism wireless NIC's, not Agere/Cisco/Ti/Broadcom?
Competingchipsetseither were not availableat presstimeor had restrictive driver
licenses. We plan to migrateto AtherosNIC©sn late 2003, after FreeBSDdrivers
have been committed and tested.

Why not use USB wireless NIC's instead of PCI or PC Card?

Until recently,USB wirelessNIC©sisedNDA documentedridge chipsets. Drivers
wereunavailablefor Unix OS©sTheir alsoappeardo be a high MTBF and quality
controlissueswith USB 802.11NIC©s.Not to mentionthe fact our boardof choice
doesn©t have a USB controller.

Why doesn't the project use commercial wireless bridges (Orinoco COR/ROR,
Cisco 350, Dlink DWL-900+, etc)?

While commerciabridgesaremuchmorecheapethencustomrolled routers they do
have a numberof drawbacks: For starters,each manufactureusesa proprietary
bridging protocol,not compatiblewith competitoryyielding a singlevendorsource).
Secondly our designallows almostunlimited add-on©spuchas: QoS, customrouting
protocolsand expandablesecurity. Thereis no needto wait for a securityfirmware
fix update, we just roll our own. Again, we wanted a flexible solution.

Why not Linux or OpenBSD or {your favorite OS here}?

Most of the projectmemberswvereintimate with FreeBSD. The OStendsto havea
good trackrecordof x86 stability and security, with 2bleeding edge® featuresas a
secondarygoal. Many key developersof FreeBSD networking internals also
happenedo belocal Bay Arearesidentor frequentvisitors. This allowedusto have
manyface-to-facaneetingswith the developersaandusers. Again, this wasa project
memberchoice;nothingagainstyour favorite OS;) Linux folks arerecommendedo
try NYCwireless©s Pebble or PersonalTelco©s Bewitched distros.

Future Directions

Clif Cox hasdeployedsimilar unitsin the countryof Bhutan,theannualBurningMan
event,and other harshenviroments. His designfocusesheavily on power options:
input in multiple voltages(220/110& 12), grid/battery/solaiselectionand a built-in
resettimer. Clif hastypically incorporateccommercialacces$ointsinto his outdoor
boxes, but more recently the project has enlightened him to use custom motherboards.

One of Clifodatest tweaks sparkedmuch interestfor our project, outdoor RILnxx
P AN Ethernet jacks <http://www.rjinxx.com/>. Manufactured by
= WoodheadConnectivity (availablein the US from AWC Inc.),
= two appropreiatemodels have beenBARWN adopted:a pass-
o throughbulkheadandfield-attachableutdoorconnectoasseen

in the figure to the left).

The Soekrisnet45xx board serieshave limited CPU and PCI bus bandwidth. Full
utilization of wired andwirelessinterfaceswill maxtheboard. A numberof newand
reengineereahipsetshave dramaticallydecreasedhe costof competingembedded
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boards. Such examplesinclude the National Semi Geode,VIA Eden, and Intel
Celeron. Our standardoutdoor casehas enoughspacefor current-generatioicden
boardsand next-generatiorSoekrisboards(a 266Mhz/225MbRAM board is due
summer of 2003).

Credits

Authored by Matt Petersomsatt@barwn.org, 2003.

Similar work wasstudiedfrom memberof the FreeNetworks.Orgonsortiumandthe

E commercial Wireless-ISP mailing list <http://lists.isp-planet.com/isp-
wireless/>. Brewster Kahle of The Internet Archive <http:
. [lwww.archive.org/> fundedour first early prototypemodels(customized

for the SFlan network).

Changelog

05/20/03 — More indepth directions on 2putting it together?, license added.
04/18/03 — Updates
02/28/03 — Initial public release

License

SOME RIGHTS RESERLUED

This work is licensedunderthe version 1.0 Attribution-NonCommercial-ShareAlike
Creative Commons License

Attribution - Thelicensorpermitsothersto copy,distribute,display,andperformthe
work. In return, licensees must give the original author credit.

Atleast include a link back to the BARWN website.

Noncommercial - The licensor permits others to copy, distribute, display, and
performthe work. In return,licenseesnay not usethe work for commercialpurposes
-- unless they get the licensor©s permission.

Please don't charge for completed units, above the cost of materials.

ShareAlike - Thelicensorpermitsothersto distributederivativeworks only undera
license identical to the one that governs the licensor©s work.

We'd love to see modifications and other suggestions, please contact us.
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